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CENTRAL INTELLIGENCE AGENCY
WABHINGTON, D.C. 20508 o

26 November 1973

. MEMORANDUM FOR:  The Dlirector of Central lntelllgence‘

SUBJECT ¢ MILITARY THOUGHT (USSR): The Role of - .
Communlicatlions ln.Automated Troop Control

1,  The enclosed Intelligence Information Special Report s
part of a serles now In preparation based on the SECRET USSR
Mlnlstry of Defense publication Collection of Articles of the

". Thls article deals primarily with
the prlnclp!es of communications support to automated troop
control systems. The major concern of the authors:ls that.
communicatlons and computer equlpment be subordinated to the same
authority for operation and malntenance. This artlcle appeared.
In Issue No. 1 (89) for 1970, '

2. Because the source of thlis report 1s extremely
senslitive, this document should be handled oh a strict
need~to-know basls within reciplent agencles.

WiTiTam E. Eflson
Deputy Dlrector faolr Operatlons

B Page 1

T-0-P ~S=E~CeR-E-T




T-0-P  S-E-C-R-E-T

Distribution:

The Director of Central Intelligence

The Director of Intelligence and Research
Department of State

The Joint Chiefs of Staff
The Director, Defense Inte\llzenéé Agency

The Assistant to the Chlef of Staff for Intellligence
Department of the Army

The Assistant Chlef of Naval Operations (!Intelllgence)
Department of the Navy

The Assistant Chief of Staff, Intelligence
U. S. Alr Force S

Director, Natlonal Securlty Agency

Offlce of the Assistant to the Presldent for
National Securlty Affalrs

Deputy Director of Central Intelligence
Deputy Director for lntelllgénce

ﬁeputy Director for Science and Téchnologyv
Director of Strateglc Research

Director of Sclentific Intélllgence

Director of Weapons Intelligence
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DIRECTORATE OF
OPERATIONS

COUNTRY USSR

DATE OF h ) DATE 26 November 73
INFO. Early 1970 v _ . » .

SUBJECT

: ¢  New Tasks for
Communlicatlions in Automated Troop Control Systems

SOURCE Documentary
Summary : :

The following report Is a translation from Russian of an
article which appeared in Issue No. 1 (89) for 1970 of the SECRET
USSR Mlnlstry of Defense publlcatlon Collection of Articles of the

". The authors of thls article are Colonel
General of Slignal Troops A. Frolov, Professor, and Colonel V.
Davydenko, Candidate of Military Sclences. This article deals
primarily with the principles of communications support to automated
troop control systems.  The major concern of the authors s that
communicatlions and computer equipment be subordinated to the same
authority for operation and maintenance. No specific equipment is

ldentifled or described. .
End of Summary

Comment:

Col. V. Davydenko has authored several articles on radlo
communlcatlons, Vestnik PVQ, No. 9, 1963, and Tekhnika |
Yooruzhenive, No. 4, 1964, and also "US Air Strikes In North
Vietnam", Red Star, 11 February 1965. Col.-Gen. A. Frolov became
commandant of the Millitary Slgnals Academy In 1963.  He has wrltten
varlious related articles: Yovennyy Vestnlik, No. S5, 1967;

Mllitary Review, 11 November 1965; and Red Star, 16 November 1971.
Military Thought has been published by the USSR Ministry of Defense
in three verslions In the past -- TOP SECRET, SECRET, and RESTRICTED.
There Is no Information as to whether or not the TOP SECRET version
continues to be published. The SECRET verslon 1s publlished three
times annually and Is dlstrlbuted down to the level of dlvlslon
commander.
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Jn Automated Troop Control Systems

'by

Colonel General of slghél Troops A. Frolov, Professor,
and Colonel V, Davydenko, Cangldate‘of Mlllitary Scliences

- /

The primary purpose of a communicatlons system, as an
element of a control system, Is to provide for the exchange
of Information between controlling organs and the controlled
entitlies., The speciflic tasks levied on a communlications
system are determined by the structure of the control system
being served and the patterns established for the exchange
of Information. -

Iin non-automated troop control systems, information Is
transmitted via communications channels In the form of_
telegraph (facsimile telegraph) and telephone messages. The

exts of the telegraph and Facsimile teliegraph messages to
be transmitted are prepared by the responsible offlcers
effecting the exchange of information.. The mission of
communications Is to transmit these messages In a tlimely
manner with the requisite reliabllity and security. Control
organs manually process the Information collected to support
the formulation of plans. Conseguently, communicatlons here
fulfil functionally Isolated technlical tasks and, therefore,.
constitute that independent element In a control system
which Incorporates the technical means for the transmission
of telephone and telegraph (facsimile telegraph) messages.

In automated troop control systems developed for the
purpose of raising the efficlency of control, the first
thing envisaged 1s the automation of the Information
collecting and processing procedures. To accomplish this,
electronic computers, automatic data transmitters,
high-speed printers, and special display devices are
emplioyed. .
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By using data transmitters and electronlc computers,
many messages are automatically made up and transmitted via
communlicatlons channels In the form of code messages. From
commun licatlions channels the code messages are again fed iInto
the electronlic computer where they are sorted, stored, and
processed.

The information output from the equlpment may be
accompl Ished automatically and on request either in the form
of a text, which Is convenlent when preparing data for the
formulation of a plan, or In the form of a graphlc display
(using conventlonal symbols) of the situation on the special
display devlices.

Along wlith the automatlon of the collectling and
processing of Information, the automated troop control
systems are also expected to make use of electronic
computers to automate the completion of varlous types of
operatlonal-tactical calculatlons related to the
quantitative assessment of the capabilitles of frlendly and
enemy forces and means by forecasting the results of
alternatlive troop operations and by choosing the optimum
plan.

Thus, the array of technical means for automated troop
control systems designed to automate the solution of
information and calculation problems, Includes not only
communlcatlons means, but also electronic computers with
automatic data transmitters and data Iinput and output

.devices. Naturally, all of these means which provide

automation of data processes should be combined Into a
single technical system. In this context, the following
question arises: what Is meant by a communicatlions system
in automated control systems of ground forces operational
formations and what tasks should be levied upon it?

Unfortunately, a unanimous oplnlion has not yet been
formed regarding this question. There Is a point of view
which holds that even In automated control systems the
communications system should provide.only for the
transmission of messages with the appropriate rellabllity
and securlty and, therefore, It should only Include
communications lines, channel-forming means, equipment which
Increases rellability, security equipment, and automatic
data transmitters. Electronic computers, which carry out
the collection, storage, processing, and output of data, are
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considered to be sepérate,,lndependent elements of a control
system., -

It seems to us that there are a number of substantlal
deficlencies In such a dlvision of a technical system which
constitutes a single process Into elements ‘according to the
types of means employed.

In the first place, the organlzatlonal and technlcal
dissoctation of communlicatlons means from electronle
computers, which provide automated data processing, wlll
lead to consliderable difficultles In the technlcal mating
and operating maintenance of both, Thls defliciency begins
to manlfest itself In the developmental phase of automated
control systems, when electronlc computers and data
transmisslion systems are desligned separately wlthout the
necessary technlcal coordination, and then later varlous
mating devices are produced. In addition, under these
conditlons some automated data processing functlions are not
always allocated efficlently between data transmission
systems and electronlc computers, In particular, It Is more
practlical In a number of cases to have such functlons as
automatic enciphering and Improving the rellabllity of.
telecode data performed by electronic computers rather than
to develop special equipment for these purposes.

Some experlence with the operating maintenance of ‘
existing automated systems has convinclingly attested to the
fact that the subordination of signal subunlts and
electronic computer servicing subunlits to different servlces
reflects most adversely as a whole on the cohesliveness and
coordination In the performance of the entlre system,

Signal troops had a similar experlence In the postwar years:.. --

when they were assimlilating alphabetic printing radlo
communications, the rellablility and efflclency of these
communications were ralsed markedly only after radio
|subunits and telephone-telegraph communications subunlits
were comblined organlzatlonally lnto Jjolnt, centralized
subunits.

Secondly, If the principle of-swltchlng messages
(Instead of switching communicatons channels) Is Introduced
when automated troop control systems of operational
formatlons are furnished with telecode communications, and
If coonmunications means and computers are organlzatlonally
and technically dlssociated, It will be necessary to provlde
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separate communicatlions computers. At the same time, this
task may be successfully accomplished by electronic ,
computers which are llnked to communicatlons channels and
which carry out the collection, storage, and processing of
messages, thereby excluding partial duplicatlion of the same
operatton by two computers,

Thirdly, isolating electronlc computers as an
independent element of a .control system means that, Iin order
for them to be used fully, they will have to be given the
tasks of solving both Information and calculation problems
In support of all staff directorates (departments),
Including also those In the principal control posts of
operational formations. It Is understood, of course, that
such multi-purpose electronic computers are very bullky, and
they clearly will not be able to provide high rellabllity
and efficlency for automated troop control during the more
complex periods of an operatlon.

In our oplnlon, when breaking up complex technlical
systems, the more proper princlple Is to allocate to
separate subsystems (elements) those technlcal means which
accomplish a functlionally separate technlcal process in
dlrect coordination. The collectlon, storage, processing,
and output of data are one Informatlon process whose
automation can be Implemented apart and independently of the
automation of other processes which take place In control .
systems. Since the Informatlon process may be thought of as
human communlcatlions effected through the exchange of
telecode messages, the totallty of technical means

accomplishing it Is, In essence, a §nhsx§;gm_g£_auxgmaxgn
felecode communications.

Consequently, the automated telecode communications
subsystem should combine, organizationally and technically,
not only communlicatlons means and 495%_££§nsmltters, but
also an electronic computer deslgnated for the collection,
storage, and-processing of .messages. This same computer may
be~lsed for message swltching, for collecting and processing
statistical data concerning message routing, and for the
technical monltoring of the status of the communications
channels in the system and the axlal redistributlion of these
channels. Speclallzed electronic data-logic machines may be
used for these purposes at the principal control posts of
operational formatlions. The Informatlon collected and
processed from data-loglc machines Is Issued elther
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automatically or on request to the directorates
(departments) located at a glven control post and also by -
prior deslgnation to hlgher, coordlinating, and subordinate
echelons. In view of the above-mentioned principles it Is
not advisable to have these machines solve computation tasks
for directorates (departments) of principal control posts of
operational formations. Speclal data-calculating machlnes
should be used for thls purpose, and instailled with
data-logic machines In the princlpal dlrectorates
(departments). These machlines recelve Informatlon addressed
to the appropriate directorate, carry out addltlonal
processing If it Is necessary, and pass the information on
In the requlired form on hlgh-speed printers or on display
devises. When fulfilling these functions, these machlnes
become subscriber devices of automated telecode
communications subsystems. In addlition, the Information
they recelve from the data-loglc machlnes can serve as lInput
data In making operatlionatl calculatlons for the directorates
(departments) they service., -

The creatlon of such speclallzed”machlnes will permit
them to be the best equipped for solving specific types of
problems at the operational level of control (with
conslderably smaller size In comparlison with multl-purpose
machines). To Increase the rellabllity and viablility of
service for automated control systems, we must provide for
the output and terminal equipment of data-calculator
machines.of directorates (departments) on communications
channels through the main distribution frames of slgnal
centers, In addition to data-loglic machines. In thls manner
we will have favorable condltions for the use of telegraph
and photo-telegraph communications means In an automated
telecode communications subsystem.

.Together with telecode information, ordinary speech
Information transmlitted by communicatlons channels In the
form of telephone messages (conversatlons) wlll also be
circulated in automated contro! systems. Thls type of
communications Is carrled out with an automated search for
subscribers regardless of their locatlon, The technlcal
means which provide telephone communications constltute an
automated telephone communications subsystem. When using
pulse-code modulation, the communicatlions channels for this
subsystem can be Iin common wlth the automated telecode
communlications subsystem. .
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_ Thus, a co ' 0 tomated control
systems ystems: automated telecode
communications and automated telephone communlcations. = The

- tasks of communicatlons In automated control systems are
expanding substantially. In thls Instance, communlcations
are not only a means of transmitting messages, but also a
means of human communications which provides the process
wlith the necessary and feaslible level of automation to
Increase the efficlency of troop control,

Besides transmitting messages wlith the requlred
rellabillity and requlsite security, communications. should
provide for automatic formulation of messages, the input of
data Into electronic computers, sorting, storing, switching,
‘and processing Information, and for the output of
* Information automatlically or on request in a form convenlent
to control organs for. thelr work.

O0f course, the communicatlons system cannot be glven
the functlons of ‘automating the process of preparing and

Implementing troop _cantrol plans. These functlons are :
carried out b Ice for
control, whlch apparently ls to be further
?;_@Ee.fanu 1 _belovolued-ta-selecting those
ntormation and calculation problems to be solved by

electronic computers, and In developing thelr
operatlional-tactical characterlzation, algorithms, and
programs. However, signal troop subunits (units) should
also perform the operating maintenance of the technlcal
means used for these purposes. This Is necessitated by the
fact that dlrectorate (department) data-calculating machines
are Intended not only for the accomplishment of operational
calculations but also for the exchange, processing, and
output of data in support of the dlrectorates {(departments)
being serviced, l.e., these machines, as mentloned above, -
are also at the same time subscrlber devices with respect to
the automated telecode communicatlons subsystem.

From this point of view It seems advisable now to
charge chlefs of slgpa) troops of military districts with
. the task™of providing military district computer centers
with operating matmtenance, thereby expedlting the

development of automated data-calculating systems based on:
existing electronic computers and communications channels,
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The avallability of such data-calculating systems willl
permit, along with the automatlon of dally labor-consuming
work performed by directorates and departments of millitary
district headquarters, the conduct of further experimental
research Into problems assoclated with the Introduction of
automated troop control means Into practlice. In addition,
by providing the technical and operating maintenance of
existing models of automated control equlpment, signal -
troops will be able to accumulate experlence and then use It
to service future automated control systems. :

in conclusion, we would like to express confldence that
the development of a unanimous opinion concerning the
questions discussed in this article will contribute to the
successful development of new and more sophisticated
automated troop control systems and to Improvement In the
training of speclalists In the combat use and operating
maintenance of these systems.
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